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What do ISACs expect to share?

• Experiences

• Lessons learned

• Info on vulnerabilities

• Advisories

• Strategic information on influencing decision-makers at

EU/national level

• Knowledge/expertise

• Anything else?



First consideration – Traffic Light Protocol

• Red: Data should not be disclosed to anyone outside the

specific exchange/meeting

• Amber: Only to be shared with those in own organisation

or clients/customers who need to know to protect

themselves or prevent harm

• Green: Can be shared within broader community or

sector

• If in doubt, check your ISAC’s rules on sharing (e.g. ToR)



Typology – some examples of data

• Personal data

• Confidential or commercially sensitive data

• Data covered by copyright

• Information/advice which might give rise to liability due

to loss/harm caused



Personal data – purpose of GDPR

In order to ensure a consistent and high level of protection of natural persons and to remove the

obstacles to flows of personal data within the Union, the level of protection of the rights and

freedoms of natural persons with regard to the processing of such data should be equivalent in all

Member States. Consistent and homogenous application of the rules for the protection of the

fundamental rights and freedoms of natural persons with regard to the processing of personal data

should be ensured throughout the Union.



Personal data – what is it?

What is personal data?

any information relating to an identified or identifiable natural person (‘data subject’); an

identifiable natural person is one who can be identified, directly or indirectly, in particular by

reference to an identifier such as a name, an identification number, location data, an online

identifier or to one or more factors specific to the physical, physiological, genetic, mental,

economic, cultural or social identity of that natural person.

What isn’t personal data?

anonymous information, namely information which does not relate to an identified or identifiable

natural person or to personal data rendered anonymous in such a manner that the data subject is

not or no longer identifiable.

Article 4(1) GDPR
Recital 26 GDPR



Pseudonymised data / mixed data

What about pseudonymised data?

Data which could be attributed to a natural person by the use of additional information should be

considered to be information on an identifiable natural person. To determine whether a natural

person is identifiable, account should be taken of all the means reasonably likely to be used, such as

singling out, either by the controller or by another person to identify the natural person directly or

indirectly. To ascertain whether means are reasonably likely to be used to identify the natural person,

account should be taken of all objective factors, such as the costs of and the amount of time

required for identification, taking into consideration the available technology at the time of the

processing and technological developments.

What about a mix of personal + non-personal data?

Where the personal and non-personal data are inextricably linked, the dataset should be treated as

personal data.

Recital 26 GDPR



Examples of personal data – Email addresses

o may relate to an identified or identifiable individual: the name of the person may be

included in the email address. Alternatively, the email address might not contain the

name of the person but some other means of making that person identifiable =>

Personal data.

o But not all email addresses will be personal data. For example, a general company

email address such as info@ABC.com is unlikely to relate to any identified or

identifiable individual, and would not be considered to be personal data.

o Nonetheless, if processing several email addresses at once, without the time or

ability to distinguish between those which may constitute personal data and those

which do not, best to err on side of caution



Examples of personal data – IP addresses

o Not per se sufficient to identify a natural person, but can it be regarded as personal data

in certain circumstances?

o Static IP addresses generally considered to constitute personal data. Previous case law

decided that dynamic IP addresses collected by a party could constitute personal data

if the possibility to combine the IP address with data necessary to identify a data

subject, which is held by a 3rd party constitutes a means reasonably likely to be used

to identify the data subject. In determining what is “reasonably likely” it stated that:

account should be taken of all objective factors, such as the costs of and the amount of 
time required for identification, taking into consideration the available technology at the 
time of the processing and technological developments



Examples of personal data – location data

o Generally location data relates to the location of a device, rather than a

natural person. However, it can be considered as personal data to the

extent that it is an identifier by reference to which a natural person can

be directly or indirectly identified. For example, the location of a

smartphone is regarded as personal data, as they are inextricably linked

to natural persons.



Implications of data being personal data

• Am I processing personal data?

o any operation or set of operations which is performed on personal data or on

sets of personal data, whether or not by automated means, such as collection,

recording, organisation, structuring, storage, adaptation or alteration, retrieval,

consultation, use, disclosure by transmission, dissemination or otherwise making

available, alignment or combination, restriction, erasure or destruction

• Do I, alone or jointly with others, determine the purposes and means of the

processing of personal data?



Implications of data being personal data

• Is the processing lawful?

a) Consent of the data subject;

b) Processing is necessary for the performance of a contract to which the data subject is party…;

c) Processing is necessary for compliance with a legal obligation to which the controller is

subject;

d) Processing is necessary to protect the vital interests of the data subject or of another natural

person;

e) Processing is necessary for the performance of a task carried out in the public interest or in the

exercise of official authority vested in the controller;

f) Processing is necessary for the purposes of the legitimate interests pursued by the controller

or by a third party, except where such interests are overridden by the interests or fundamental

rights and freedoms of the data subject which require protection of personal data, particularly

where the data subject is a child.

• Purpose limitation:

o personal data shall be “collected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatible with those purposes.



Confidential or commercially sensitive data

Data covered by trade secrets protection

• What is a trade secret?

o it is secret in the sense that it is not, as a body or in the precise configuration and assembly of its

components, generally known among or readily accessible to persons within the circles that

normally deal with the kind of information in question;

o it has commercial value because it is secret; and

o it has been subject to reasonable steps under the circumstances, by the person lawfully in control of

the information, to keep it secret.

• Consequences of being a trade secret?

o Unlawful to acquire, use or disclose without consent

• Several exceptions to prohibition, including:

o for the purpose of protecting a legitimate interest recognised by Union or national law. This could,

for example, include preventing unauthorised access to electronic communications networks and

malicious code distribution and stopping ‘denial of service’ attacks and damage to computer and

electronic communication systems. But sharing trade secrets in the context of advising the setting up

of an ISAC unlikely to be covered.

GDPR recital 49



Confidential or commercially sensitive data

Data with competition law implications

• Pricing;

• Output;

• Bidding/not bidding;

• Coordinating behaviour.

Data protected by Non-disclosure agreements (NDAs)

• Be careful to check if this is the case and what the terms of the agreement are

• ISAC’s own sharing rules

• E.g. Traffic light classification

State secrets

• Usually national legislation providing for this



Data protected by copyright

• What is copyright?

• A right in relation to certain works (literary, musical works etc) which grants the author of the work

the exclusive right to undertake certain acts (and by extension to prevent other persons from

undertaking those acts without his consent).

• What does this mean?

• Sharing a copyright-protected work via the platform may constitute a copyright infringement

• Exceptions exist, such as:

• Teaching or scientific research purposes, non-commercial purposes, with author cited

• Public security uses, but this tends to be interpreted narrowly.

• What does copyright cover/not cover?

• The protection covers the work itself;

• It does not cover the ideas.

Note: Other specific forms of protection for, inter alia, computer programs and databases.



Sharing advice – potential liability

• ISAC A has a problem, and is considering the best solution to the problem;

• ISAC B wants to help (maybe it had a similar problem in the past), and via the platform shares advice

on how to resolve the issue;

• ISAC A takes this advice and acts on it, ignoring the other potential solutions (after all, the folks at

ISAC B really seem to know what they are talking about);

• Something goes wrong. ISAC A suffers significant damage, and considers the solution proposed by

ISAC B to be the cause of the problem;

• ISAC A sues ISAC B.

In practice, the representatives of ISAC A are also experts in cybersecurity (not lay people relying on

expert advice), and it should be clear that the platform is for sharing advice, which they may or may not

take on board and implement (exercising their own professional judgement). However, it is no harm to

be crystal clear when communicating advice that:

• It is only a solution which you are proposing for consideration by the other party (who needs to

exercise his own professional judgement to determine its suitability to the issue at hand;

• That it is not professional advice provided against consideration, and that the recipient of the advice

acts on it at his own risk.



Recap

No major action points needed, but consider when sharing information

▪ Does it fall into a category of data which gives rise to particular

considerations?

▪ Why do I want to share it?

▪ What are the consequences of the type of data (can i share it anyway?

Can i only share it in certain circumstances? Can i not share it at all?)
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